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1 ACL Ipv4 standards

a) Configurer son nom d’hote, désactivez la recherche DNS, activez le chiffrement des mots de

passe.

rl {config) #no ip domain-lookup

rl {config) #enabkle secret

rl {config) #hoatname rl

rl {config) #no ip domain-lookup

rl {config) §aer

rl {config) §service pass

rl {config) §gervice password-encryption
rl{config) §

b) Protéger I’acces enable avec le mot de passe class. Ajoutez I’utilisateur admin avec le mot de passe
cisco. Configurez I’acces SSH avec I’utilisateur admin et la synchronisation des logs.

{config) §gervice pasaword-encryption rliconiig) #1 nain-
i a e 4 ypt l{config) #ip domain

{config) genakle secret clasas
{config) fuser

rl {config) #ip domain-name exupery.local
rl {config) #crypto key generate r3a
The name for the keys will be: rl.exupery.local

{config) fusername admin pass ciaco Choose the size of the key modulus in the range
configléline wvby 0 4 Feneral Purpose Eeys. Choosing a key modulus
{config-line) §login local & few minutes.

, i1 18

:EE:'.l:_J..g' l"_'nej FEKEE . _ How many bits in the modulus [512]: 1024
lconfig-line) #exec—timecut 5 0 % (enerating 1024 kit BSR kevs, kevs will ke mor
{config-line) $logging ayn

{config-line) $logging aynchronous rliconfig)f#line vty 0 4

config-line] g *Mar 1 0:37:14.533: %5SH-5-INRZBLID: S5H 1.33 ha:

rl {config-line) #login local

rl {config-line) #transport input ssh
rl {config-line) §~2Z

r1t

¢) Configurer les interfaces du routeur (G0/0, GO/1 et S0/0/0).

Rafael Marta

rl {config) #int gl/s0
rl {config-if) #ip add 152_.168.11.254 2Z55.255_.255.0
rl {config-if) #no shut

rl {config-if) #
SLINE-5-CHARNEED: Interface FigabitEthermnet0/0, changed state toc up

(LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
int glds1

rl {config-if) #ip add 15%2_.165.12.254 2Z55.255_.255.0

rl {config-if) #no shut

rl {config-if) #
SLINE-5-CHARNEED: Interface FigabitEthermnet0/1, changed state toc up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0s1,
int 30/0/0
rl {config-if) #ip add 10.0.12.1 255_.255.255.252
rl {config-if) #clo
rl {config-if) #clock rata
rl {config-if) #clock rate
rl {config-if) #clo
rl {config-if) #clock ¢
rl {config-if) #clock rate &4000
rl {config-if) #éno shut
pagel/14
2LINE-5-CHARNEED: Interface S5erialld/s0/0, changed state to down
rl {config-if) #
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2) Configurer le routeur R2 de maniere analogue ainsi que les interfaces du routeur (L0, S0/0/0 et
S0/0/1).

Router {config) #no ip

Bouter (config) #no ip do

Bouter (config) #no ip domain

Bouter (config) #no ip domain-lo
Bouter (config) #no ip domain-lookup
Router {config) #hoat r2

:ccnfié}#i; domain-name exuﬁe:;.lccal

{config) crypto

{config) écrypte key genere

{config) écrypto key generg

{config) gcrypte key gener

{config) #crypto key generate raa

The name for the keys will be: ri._exupery.local
. i Choose the size of the key modulus in the range o
(CoNI1g) FEerXVIC pass Eenerzal Purpcse Heys. Choosing a key meodulus gr
{config) §servic password-encryption z few minutes.

lconfig) #ena secret class

{config) fusername admin pass ciaco
{config)gline vty 0 4
Eccn%%g—l%ne?flcgin local rZ2{config)gline vty 0 4

{config-line) gexec *Mar 1 0:42:30.481: %55H-5-ENRBLED: 55H 1.%3% has |
{config-line) exec—timeout 5 O {config-line) $login local

{eonfig-line) $logging syn {config-line)ftran )

{config-line) g .ccn:+g—l+neggt:anapc:t input =sh
{config-line) &

BRI BRD ORI ORD R

H K H HKH KK

H
(]

How many bits in the modulus [512]: 1024
% Fenersting 1024 kit RS2 keys, kevs will be non-

LT T T T T T T O
Ba B3 B3 ORI BRI BRI BRI BD B

[NE SR

H K K H

{config)#int =30,0/0
{config—if) ¢ip add 10.0.23.1 2Z55.255_.255.252
{config—-if) #no shut

K HH
B B3B3

r2 {config-if) g
2LINE-5-CHRMNEZED: Interface S5erialds0/0, changed state to up
int =30/0,0
SLINEPROTO-5-UPDOWN: Line protococl on Interface Seriall/0,/0, changed st
rZ {config-if) #¢int 30,071

{config-if)§ip add 10.0_12_2
{config—-if) #no shut

Z55_.2Z55.2Z55. 252
r2 {config-if) g
2LINE-5-CHRMNEZED: Interface S5eriallds0/1, changed state to up

r2 {config-if) ¢int =30/0/
SLINEPROTO-5-UPDOWN: Line protococl on Interface Serial(/0/1, changed state to

ug

a

r2 {config-if) #¢int 30,/0/0

r2 {config-if) #clock rate €4000
r2 {config-if) §int 10

r2 {config-if) ¢
SLINE-3-UPDCWN: Interface Loopback(l, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbkackd, changed state to
ug

{config—if) #ip add 200.0.0.1 255_.255_255_255
{config—-if) #no shut
{config-if) g

H H K
B3 B3 BD
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r3
r3
r3
r3
r3
r3
r3
r3
r3
r3

r3
r3
r3
r3

Houter {config) $hostnams
{config) #no ip domain-look
{config) #no ip domain-lookup
{config) #gervice pass

{config) §service password-encryption
lconfig) #ena secret class

{config) fusername admin pass ciaco
{config)#line vty 0 4

{config-line) #login local
{config-line) fexe

{config-line) fexec—timeout

% Incomplete command.

{config-line) fexec—timeout 5 0
lconfig-line) #logg

{config-line) #logg 3yn
{config-line) §

TP15-Listes des ACL etendues et standards

3) Configurer le routeur R3 de maniere analogue ainsi que les interfaces du routeur (G0/0, G0/1 et

S0/0/1).
r3

r3
r3

{config)gint 30/0/1

lconfig-if)&ip add 10.0.23.2 2Z55.255_.255.252
r3{config-if) #no shut

r3{config-if)#

%LINE-5-CHANGED: Interface S5eriald/ 0,1,

r3{config) #ip domain-name exupery.local
r3{config) écrpto key generate rsa modulus

% Invalid input detected at marker.

r3{config) fcripto key generate

rasa

% Invalid input detected at '~' marker.

r3{config) #crypto key generate rsaa

The name for the keys will be: r3._exupery.loc

Choose the size of the key modulus in the rar
GFeneral Purpose Eeys. Choosing a2 key modulu
a few minutes.

How many bits in the modulus [512]: 1024
% GFenerating 1024 bit R52 keys, keys will be

r3{config) #line wvey 0 4

*Mar 1 0:45:34.780: %55H-5-ENABLED:
r3{config-line)#login local

r3{cor g-line) #transport input ssh
r3{config-line) #

S5H 1.3%

changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Imterface Seriald/s0/1, changed
state to up

int

% Invalid input detected at "' marker.

r3{config-if) #int gld/0

rif{config-if)§ip add 152 _1&8_21_254 Z55_255.255.0

r3{config-if) #no shut

r3{config-if)#

SLINE-5-CHRNEED: Interface FigabitEthernetl/0, changed state to up

SLINEPREOTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/0,

changed state to up

r3{config-if)#int gl/1

ri{config-if)#ip add 192.163_.2Z.254
% Incomplete command.
r3i{config-if)#ip add 15%2_.1€8.22.254 Z55.255.255.0

r3{config-if) #noc shut

r3{config-if)#

SLINE-5-CHANGED: Interface FigabitEthernet0/1,

changed stat

SLINEPROTO-5-UPDOWN: Line protococl on Interface GigabitEthe

chanoged state to up

4) Configurer RIPv2 sur les routeurs R1, R2 et R3. Vérifiez leur table de routage

r2 {config) #route
rliconiig) #rou 1f:ccni+gjpzcut2?.?lp - r3{config) frout rip
rl{econfig) #router rip tdicontig-router) fver 2 r3{config-router) §ver 2
rl (eonfig-router) fvers 2 2 {config-router) #network 10.0.0.0 r3(config-router) #nc sutc
rli{config-router)fnegwork 10.0.0.0 c2 {cenfig-router) fno sum r3{config-router) fnoc auto-SuNmar
rl{config-router) #no auto-su - r3{config-router) #netwo
:l.cc._.g—:cute:;Fnc AUEO-SUmArY r3{config-router) #network 10.0.0
rl {config-router) gnetwork 152 _1€3.12.0 , = - N - -
. . R r3{config-router) #network 152.1¢

rl {config-router) gnetwork 152 _1e3.11.0 . = s . - -

| o . r3{config-router) fnetwork 132.1¢
rl {config-router) §~Z . - .

X r3{config-router) §~Z
rlg .
Cere F AAATTTA T i eeie 3 S o - riE
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rlgsh ip route
Codes: L - local, C - connected, 5 - static, B - RIPF, M - mobkile, B - BEF
D — EIZRP, E¥ - EIGREP extermzal, O - OSPF, I&Z - 0O5EF inter area
N1l - O5PF N55L external type 1, N2 — O5PF M55A external type 2
E1 - OS5PF external type 1, E2 - O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 lewvel-2, ia - I5-I5 inter area
* — rcandidate default, U - per—-user static route, o — CDR
P - periodic downloaded atatic route

of last rescrt is not set

10.0.0.0/8 i3 wvariably subnetted, 3 subnets, 2 masks
10.0.12_.0,/30 is directly connected, Serial0/ 070
10.0.12_.1/32 is directly connected, Serial0/ 070
10.0.23.0430 [120/1] wis 10.0.12.2, 00:00:20, Serizld 0,0
152 .1628.11.0/24 i3 wariably subnetted, 2 subnets, 2 masks
152 _.168.11.0/24 is directly connected, GigabitEthernet0/0
152 .168.11.254/32 is directly connected, GigabitEthernetd/ 0
152 .188.12.0/24 i3 wariably subnetted, 2 subnets, 2 masks
152 .168.12.0/24 iz directly connected, GigabitEtherneti0/1
182 _.168_.12_254/32 is directly connected, GigabitEthernetl/1
132.1€8.21.0/24 [120/2] wia 10.0.12.2Z, 00:00:1€, Serial0s0/0
132.163.22.0/24 [120/2] wia 10.0.12.Z, 00:00:12, Seriald/ 070

[ EE N e ]

LRI S e ]

v

rlg

5)Vérifiez la connectivité. Tous les PC doivent pouvoir se joindre et doivent également pouvoir accéder
en SSH aux trois routeurs (captures d’écran).

C:yw»ping 1%2.168.11.1
Pinging 1%2_.163.11.1 with

11.1:
11.1:
11.1:
11.1:

thwrping 158216

Pinging 1%2_1¢
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Pinging 1

ply
ply
ply
ely

Pinging 1

ply m

ply m

ply m

ply £rom ) o N

= »ping 152.16 2.1
Ping statiasti

G

Pinging 1%2_.1 2.1 with 322 bytes of

1: byte
*ping 1% z 1y i 2.1: bytes

12.1: byte
Pinging 1

ply
ply
ply
ply

T
T
T
T

Ping statisti

=

und trip time
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Capture decran du pc22

¥ pc2o

Physical Config Des }:tcE

Créer une liste de controle d’accés numérotée standard qui n’autorise I’acces au réseau 192.168.21.0/24
qu’aux hotes des réseaux 192.168.11.0/24 et 192.168.12.0/24. La direction souhaite pouvoir connaitre le
nombre de tentatives refusées.

r3{config) #access-list 1 permit 1%92.
r3{config) faccess-list 1 permit 192.
r3{config) §ass

r3{config) facc

r3{config) faccess-list 1 deny any
r3{config)#int gl 0
r3i{config-if) #ip acc
r3{config-if)#ip access—-group 1 out
r3{config-if) gexit

:SZc:nfig]ﬂ

[ }
[ }
[}
[ }
B3 B
n
n

({5}
({3}

En conséquence, le réseau 192.168.21.0/24 ne doit plus étre accessible depuis le PC22.

ri{config) #-~Z
rig
$5¥5-5-CONFIE I: Configured from consacl
sh access-lists
Standard IFP access list 1
10 permit 132.1€3.11.0 0
20 permit 1%2.1€3.12.0 0
30 deny any (4 match{es)

By R
o
i in

3§

Grace a I’ajout de la derniere ACL (deny any), il est possible de visualiser les tentatives refusées :

r3fszh access-lists

Standard IP access list 1
10 permit 192.168.11.0 0.0.0_.2Z55
20 permit 192.1€8.12.0 0.0.0.2Z55

30 deny any

r3§
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* pCi2

& pcii
Phy=ical Config Deskto Programming Attributes
Phy=ical Config Deskto Programming Attributes
Command Prompt

Command Prompt

Cisco Packet Tr

Coywrping 132.1& sommand Line 1.0

Pinging 1%2.

tist
rets

8. Créer une liste de contrdle d’acces standard nommée ACCESS LANII1 qui n’autorise 1’acces au
réseau 192.168.11.0/24 qu’aux hotes du réseau 192.168.22.0/24 ainsi qu’au PC21

rl {config) #ip accesas

rl {config) #ip accesas

rl {config) #ip access-list stan

rl {config) #ip access-list standard acc
rliconfig) #ip access-list standard AC0CESS LA?

WORD

rli{config) §ip accessg-list standard ROCESS LENI1L
rl {config-astd-nacl) fpermit 152.163.22.0 0.0.0_255
rl {config-std-nacl) fpermit host 192 _163_21.1

rl {config-std-nacl) fexit

rl {config) #int gl/0

rl {config-if) #ip acces

rliconfig-if)#ip acceas—group ACCESS LEN11 cut
rl {config-if) #exit

rl{config) g

I1 faut toujours indiquer le type d’ACL avec les listes nommées.Dans ce cas, seuls les compteurs
concernant le trafic autorisé seront visibles :

sh acces
rlfsh access-lists

Standard IP access list ACCESS LANII
10 permit 192 _162_.22.0 0.0.0_255
20 permit host 192_168.21_.1

rilg

un ping réussi a destination de PC11 a été effectué depuis PC21. Testez un ping depuis PC21, PC22
et PC12 et vérifiez le nombre de paquets autorisés a I’aide de la commande sh access-lists

& pci2
Physical Config Deskio Programming Attributes

Command Prompt

»ping 152

Pinging 192 ._
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Phy=ical Config Deskto Programming Aftributes

Command Prompt

& pc21

access-lists

Bl Standard IP access list RCCESS LAN11
. . . . 10 permit 192 _1683_.22_.0 0.0.0.255 (4 matchies)
Phy=ical Config Deskto Programming Aftributes 20 permit host 192.168.21.1 (4 match(es))

z1g|

Command Prompt

C Command Line 1.0

Pinging 19%2_1€8_.11.1 with 32 bytes of data:

Ping statiatica £

Packets: Sent =

9. Modifier la liste de contréle d’acces standard nommée ACCESS LANI1 afin de permettre a
tous

le réseau 192.168.21.0/24 (en plus du réseau 192.168.22.0/24) d’accéder au réseau
192.168.11.0/24. De plus, la direction souhaite également pouvoir connaitre le nombre de
tentatives refusées.

rl {config) #ip acc

tliconfigl #ip access-list standard ACCES LENIL

rl {config—atd-nacl) §noc 20 per

rl {config-std-nacl) §nc 20 permi

yed = 4, Loat = 0

rl {config—atd-nacl) $noc 20 permit hoat 152_1&83_.21.1
rl {config—atd-nacl) $#20 permit 15%2_168.21.0 0.0_.0_255
rl {config—atd-nacl) 30 deny any

rl {config-std-nacl) gexit

rl {config) g2

clg

85¥S5-5-CONFIG _I: Configured from conscle by conscle
sh acc

crlgsh access-lists

jtandard IP access list ROCESS LANI11
10 permit 192_1&€83_.22.0 0.0.0_.255 (4 matchi{es))
20 permit host 13%2.163.21.1 (4 matchies))
jtandard IP acceas list RCCES LaNI11
20 permit 152.1&5.21.0 0.0.0.255

30 deny any

=1
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enfectuer un ping de PC11 depuis PC12 et vérifier le nombre de paquets refusés a 1’aide de la

Ciwrping 132 188.11. rlgsh access-lists
Standard IP accesa liat RCCESS LaN1l
Pinging 132.1&3. ytes of datas 10 permit 192.168.22.0 0.0.0.255 {4 matchi{es))
_ 20 permit hosat 192 _163_21.1 (4 match{esa))
Standard IP access list RCCES LANI1]
20 permit 13%2_.1&68_.21.0 0.0.0_255

30 deny any

rlg

10. Créer une liste de contrdle d’accés standard nommée ACCESS SSH ADMIN permettant de
sécuriser les ports VTY des routeurs en n’autorisant que les accés SSH depuis le réseau
192.168.11.0/24.

rl {config) #ip acc
tl{config) #ip access-list starndard ACCESS_SSH ADMIN

b Imvalid input detected at '""' marker.

tli{config) #ip acceas-list atandard RCCESS 55H ADMIN
rl {config-std-nacl) $permit 1%2.1€3.11.0 O0.0.0.255
£l {config-atd-nacl) #line vty 0 4

tl{config-line) #access—claas RCCESS SSH ADMIN in

rl {config-line) fexit

rl {config) &

Physical Config Deskto Programming Attributes

Physical Config

33H Client

sion Terminated

The current ses=ion has closed. Do you want to reestablish a new session with the
previous session options?
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2. ACL IPv4 étendues

5. Configurer OSPFv2 sur les routeurs R1, R2 et R3. Vérifiez leur table de routage.

rl
rl
rl
rl

o o
{config)# router ospf 1

{config-router) fauto

{config-router) #auto-coat reference
lconfig-router) fauto-cost reference-bandwidth 1000

% O5PF: Beference bandwidth is changed.

rl
rl
rl
rl
rl
rl
rl
rl
rl
rl
rl
rl
rl
rl
rl

Plezszse ensure reference bandwidth is consistent

{config-router) fnetwo

{config-router) fnetwork 15Z_.168.11.0 0.0_.0_.255 area 0
{config-router) fnetwork 15Z_168_.12.0 0_.0_0_255 area 0
{config-router) fnetwork 10.0.12.0 0.0.0.3 area 0

{config-router) §pass

{config-router) §passive—-interface gl/s0
{config-router) fpassive-interface gi/s1
{config-router) exit

lconfig)gint gl/s0

{config-if) §bans

{config-if) #band

{config—-if) §bandwidth 1000000
{config-if)§int gl/s1

{config-if) §bandwidth 1000000
{config-if)gint O/0/0

% Imvalid input detected at '~' marker.

rl
rl
rl
rl
rl

{config-if)#int 30/0/0
{config—-if) §band
{config-if) §kbandwidth 128
{config-if) §exit
{config)§

La configuration OSPF de R2 est la suivante :

rZgconf t
Enter

configuration commanda, one per line. End with CHTIL/Z.

r2{config)# ip route 0.0.0_.0 0_.0.0.0 g0/s0
%Default route without gateway, if not a point-to-point inter
{config) #router oapf 1
lconfig-router) fauto
{config-router) fauto-coat raf
{config-router) fauto-coat refere
{config-router) fauto-cost reference-bandwidth 1000
O5PF: EBeference bandwidth is changed.
Flease ensure reference bandwidth is consistent acros
r2 {config-router) gnetwork 10.0.12_.0 0.0.0.3 area 0
{config-router) fnetwork 10.0.12.0 0.0.0_.3 area 0

B

B3 B3 B3 B3

o K H MR K

rZ

aa

1

HH M MHHKEHREHBEHRHBEHRRR

B B3 B3 B3 ORI B3 BRI BRI B BI B

Z28:13:

$05PF-5-ADJCHE: Process 1, Nbr 132.163.12.254 on Se

{config-router) fnetwork 10.0.23.0 0.0.0_.3 area 0
{config-router) §de

{config-router) fdefault-information ori
{config-router) fdefault-information criginate
{config-router) fexi

{config)#int =30,/0/0

{config-if) §ba
{config-if) ébandwidth 123
{config-if)g§int =30/0/1
{config-if) #bandwidth 128
{config—-if) §exit

{config) g

La configuration OSPF de R3 est la suivante :

Rafael Marta
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r3{config) #router oapf 1

r3{config-router) §autoc

r3{config-router) gauto-cost ren

r3{config-router) §auto-cost ref

r3{config-router) #auto-cost reference-bandwidth 1000

% DO5PF: Beference bandwidth is changed.
Flease ensure reference bandwidth is o

r3{config-router) #network 152.163.21.0 0.0.0.255 area

r3{config-router) #network 192 _.163_22.0 0.0.0.2

r3{config-router) gnetwork 10.0.23_.0 0.0.0_.3 ar

r3{config-router) §passive

r3{config-router) #passive—interface

00:-30:04: %05PF-5-ADJCHE: Process 1, Nbr 200.0.0.1 on

Loading Done

gd/s0

r3{config-router) #passive—-interface gli/s1

r3{config-router) §passive—interface gli/1

r3{config-router) gexit

r3{config) #int

r3{config) #interface gld/ 0/

% Imvalid input detected at '~' marker.

r3{config) #interface gl 0
r3{config-if) ¢band
r3{config-if) ¢bandwidth 1000000
r3{config-if) #interface gl/s1
r3{config-if) ¢bandwidth 1000000
r3{config-if) ¢interface 30,051
r3{config-if) §bandwidth 128
r3{config-if) gexit

r3{config) §

Depuis R3, les réseaux de R1, la liaison R1-R2 et la route par défaut devraient maintenant étre
appris via OSPF :

sh ip route ocapf

10.0.0.0/8 is wvariably subnetted, 3 subnets, 2 masks
o 10.0.12.0 [110/1254] <+is 10.0.23.1, 00:02:21, Seri=zld/s0/1
i 1%2.1€8.11.0 [110/1235] wia 10.0.23.1, 00:02:21, Seriald/s0/1
o 132.1e8.12.0 [110/1255] wia 10.0.23.1, 00:02:21, Seriald/0/1
=3

Tous les PC doivent pouvoir se joindre et doivent également pouvoir accéder en SSH aux trois
routeurs. De plus, le serveur SRVO01 doit pouvoir étre accessible en ICMP, HTTP, HTTPS et FTP
depuis tous les hotes. Testez

Phy=ical Config

S5H Client
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7. Créer une liste de contrdle d’acces étendue numérique qui n’autorise, pour les réseaux
192.168.11.0/24 et 192.168.12.0/24, que ’acces aux hotes du réseau 192.168.21.0/24. La

direction souhaite pouvoir connaitre le nombre de tentatives refusées.
rlgen

rliconf t©

Enter configuration commands, one per line. End with CHTL/Z.

rl {config) §access

rl {config) #access-list 111 permit ip 19%2_1683.11.0 0_.0.0_255 15z2.1
rl {config) #access-liat 111 deny ip any any

rl {config) #access-liast 112 permit ip 192_1683.11.0 O0.0.0_.255 15z2.1
rl {config) #access-list 112 deny ip any any

rl {config) §interface

rl {config) #interface glds0

rl {config-if) #ip access-g

rl {config-if) #ip access—group 111 in

rl {config-if) #interface gi/s1

rl {config-if) #ip access—group 112 in

rl {config-if) #exit

rl {config)

m
m

.21.0 0.0.0.

B
n
n

m
m

-21.0 0.9.0.2

n
n

® pc1t

Phy=ical Config Deskto Programming Aftributes

Command Prompt

Cisco Pa t Tracer PC Command Lime 1.0
W rping

Destination host reachable .

n host ble.

n host reachable .

chable .

Ping statiatica £

Packets: Sent , ived = 0, o3t 4 (100% leoas),
C:h»ping 192 .168.21.1

Pinging 1 21.1 with

Packetsa:
ximate
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8. Créer une liste de contrdle d’acces étendue nommée WEB qui n’autorise les hotes du réseau

192.168.22.0/24 qu’a accéder a Internet en HTTP
fonctionner.

r3{config) #ip access-list extended WE
r3{config-ext-nacl) fpermit icmp 192_.1
r3{config-ext—-nacl) fpermit tcp 15Z_.16
r3{config-ext-nacl) fpermit tcp 15Z_1&8
r3{config-ext-nacl) fexit

r3{config) #int gl 1

r3{config-if) #ip access
r3{config-if) #ip acceas—-group HWEB in
r3{config-if) fexit

r3{config) #

et HTTPS. Les ping doivent également

(]
=]
[}
o
=
pa
I

-2 -0.255 any echo
JZ2Z2.0 0.0_0.Z55 any eg WWwW
22.0 0.0_.0_.255 any eqg 443

9. Créer une liste de contrdle d’acces nommée WEB RETOUR qui autorise uniquement le retour

du trafic initié depuis I’intérieur du réseau 192.16
réseau 192.168.21.0/24 depuis les réseaux 192.16

r3{config) #ip access-list extended WEE_RETCOUR
r3{config-ext-nacl) ¢permit tcp any 132.1&8.
r3{config-ext-nacl) fpermit tcp any 192 _168.
r3{config-ext—nacl) fpermit tcp any 1%2_.1&8.
r3{config-ext-nacl) #int gd/s1
r3{config-if) #ip acc

r3{config-if) $§ip access—group WEBR RETOUR cut
r3{config-if) fexit

r3{config) §~Z

rig

¥5¥YS5-5-CONFIC I: Configured from conacle by c
sh acc

rigsh access-lists

Extended IF access list WEB

B3 B3B3
B3 B3 B3

8.22.0/24. Attention a ne pas bloquer 1’acces au
8.11.0/24 et 192.168.12.0/24.

.0 0.0.0.255 ex

.0 0.0.0.255 es

-0 0.0.0.255 eatablished
onsole

10 permit icmp 19%2_.168_.22.0 0.0.0.255 any echo (4 matchi{es))
20 permit tcp 192_.162_.22.0 0.0.0_.255 any eg WwWwW
30 permit tcp 152.168_.22.0 0.0.0_.255 any eg 443
Extended IP access list WER RETOUR
10 permit tcp any 192 _168_.22.0 0.0_.0_.2Z55 eastablished
rig
JliLeErLEn DLiuddaldas . LLwWalalily L5 dalDanat
Cutgoing access list iz WEE RETOUR
Inbound access list is WEB
Proxy ARP is enabled
Security lewvel is default
Split horizon is enabled
ICHMP redirects are always sent
ICHP unreachakbles are zlways sent
ICHP mask replies are never =sent
r3gCONE T
Enter configuration commands, one per line. End with CHTL/Z.
r3{config) #ip acceas
r3{config) #ip access-list EXT
r3{config) #ip access—list EXTended WEEB_RETCOUR
ri{config-ext-nacl) 20 deny ip any any
r3{config-ext-nacl) fexit
r3{config) §
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Testons maintenant avec une requéte ping depuis PC22 et regardons les compteurs des ACL.

La requéte ICMP ne passe pas effectivement .

r3fsh access-lists WER RETOUR

Extended IP accessa liat WEE RETOUR
permit tcp any 192_168.22.0 0.0.0_.255 established
deny ip any any

r3g

rig

$5¥5-5-CONFIG I: Configured from conacle by conacle

sh access-lists WEB_RETCUR

Extended IP access liat WEE RETOUR
permit tcp any 192_168.22_.0 0.0_.0_25
permit icmp any 15%2.1&83.22_.0 0.0.0_.2
deny ip any any

5 estaeblished
55 echo-reply

w3zl

Les retours de ping passent désormais.
Question 10

r3gconf t
r3{config) #ip acc
r3{config) #ip access-list extende

r3{config) #ip accesas-list extended WEB

r3{config-ext-nacl) fdeny ip any any
r3{config-ext—-nacl) §

Enter configuration commands, one per line. End with CHTL/Z.

ri{config-ext-nacl) épermit tcp 1932.163.22.0 0.0.0.255 any eq pop3

Comme la demande d’autorisation du protocole POP3 pour le réseau 192.168.22.0/24 n’est en
contradiction avec aucune commande précédente de la liste de controle d’accés WEB, il suffit
d’ajouter la permission en fin d’ACL. Enfin, il convient d’ajouter un refus explicite en fin de liste

pour comptabiliser toutes les tentatives refusée
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