Chap11 : configuration du nat/pat
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1. Configuration initiale du routeur ISP

Configuration des interfaces et de la route vers les pool
IS0 {config)#int lod

ISP {config-if) ¢
(LINF-3-UFDOWN: Interface Loopbackl, changed state to down

(LINEFPROTO-5-UPDOWN: Line protocol on Interface Loopbkackd, chang

I5P {config-if)#ip addres 8.8_8_.8 255_255_255_255

ISP {config-if) &#int 30/50/0

I5P {config-if)#ip address 80_.75_.100.1 255_255_255_252
ISP {config-if) #no shut

% LINF-5-CHRMNEED: Interface Seriall,0/0, changed state toc down
ISP {config-if) &2

ISFg

%5Y5-5-CONFIE I: Configured from conscle by conscle

conf t

Enter configuration commands, cne per line. End with CHTL/Z.
I5P {config)#ip route 201_45%_10_1& 255_255_255_240 80_75.100_2

ISP {config)§

2. Configuration initiale du routeur R1

Configuration des interfaces et de la route vers les pool
rl {config) gint 30,070

rl {config-if) gip add 80.75.100.2 255.255.255_ 252

rl {config-if) §noc shut

rl {config-if) §

2LINKE-5-CHAMEED: Interface Serisl0/0/0, changed state to up

int g0

SLINEPROTO-5-UPDOWN: Line protocel on Interface Seriald/0/0, changed state to up
fa

rl {config-if) §ip address 15%2.1€8.0.1 255_.255.255.0

rl {config-if) §no shut

rl {config-if) g
FLINE-5-CHANGED: Interface GigakitEthernetl/0, changed state to up

SLINEPROTO-5-UPDCHN: Line protocel on Interface GigebitEthernetls0, changed state to up
int gl/1

rl {config-if) #no shut

rl {config-if) g
FLIMNE-5-CHANEED: Interface GigakitEthernetl/1l, changed state to up

S LINEPROTO-5-UPDOWN: Line protocol on Interface GigaebitEthernetl/1l, changed state to up
exit

rl {configlgip route 0.0.0.0 0.0.0.0 80.79.100.1

rl {config) g
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Vérification des connectivités
pc-1 vers rl

“izco Pac

»ping 1

Pinging 19

(0% losa)

C:\»ping 152.168.1.100

Maximim =

R1 vers 8.8.8.8

rlxen

rlgconft t©

Enter configuration commands, one per line. End with CHTL/Z.
rl {config) -2

rlg

$5¥5-5-CONFIG I: Configured from conacle by consocle

ping 8.8.8.8

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate iz 100 percent (5/5), round-trip minfavg/max = Z,/4/8 ms

-1 &
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Le NAT prend effet lorsque qu’un paquet est routé d’une interface « inside »et une interface «

outside,il faut donc les configuré avec ip nat inside/outside

rlgconf t

Enter configuration commands, one
rl {config)#int gld/s0

rl {config-if) #ip nat inaide
rl {config-if) #int gl/1

rl {config-if) #ip nat inaide
rl {config-if) #int 30,00

rl {config-if) #ip nat inaide
rl {config-if) §ip mnat out

rl {config-if) #ip nat outaide
rl {config-if) #

clicont
Zonfiguring from terminal, memory, orf network [terminall?
inter configuration commands, one per line. End with CHTL/Z.

rl {config) #ip nat inside socurce 3t

rl {config) #ip nat inside source static 192_.168.1.100 201_.45_.10_30

rl {config) §~2Z

clg

ESYS-5-CONFIC I: Configured from conscle by comnscle
sh ip n

rl§sh ip nmat tr

rl§sh ip nat tranalations

2ro  Inside glcokal Inside local Cutaide local Cutside global

=== 201.45.10.30 152 .1€e8.1.100 -——= -

clE3

effectue un Teste sur PC3 pourver quil peut communiquer avec le réseau public ont.

Maximim = &
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Voici la table de tranlation

rl§sh ip nat transalations

Pro Inside glokal Inside local Cutaide local Cutaide global
icmpe 201.45_10.30:25 192.1€8.1.100:2% 2.83.8.8:25 g.8.8.8:2%5
icmp 201.45%.10.30:30 132.1€8.1.100:390 8.8.8.8:30 8.8.8.8:30
icmp 201.45%.10.30:31 132.1€8.1.100:31 g.83.8.8:31 g.8.8.8:31
icmpe Z201.45%_10.30:32 19Z.16e8.1.100:32 B.8.8.8:32 8.8.8.8:32

-—— 201.45%.10.30 132.1e8.1.100 -

rlg

Teste d’un un ping 201.49.10.30 depuis le routeur ISP. Ce ping doit étre redirigé vers PC3. Puis ,ont
affiche la table de translation du routeur R1.

ISP»en
I5P¢ping 201.45_10_30

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 201.45_10.30, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 5/5/7 ms

I5SE:

rlfsh ip nat translations

Pro Inaide globkal Inside local Cutaide local Cutaide global
icmp 201.45%.10.30:1 132.1653.1.100:1 80.75.100.1:1 20.7%.100.1:1
icmpe 201.4%.10.30:2 132.168.1.100:2 80.75.100.1:2 80.7%.100.1:2
icmop 201.45%.10.30:3 132.1€8.1.100:3 80.75.100.1:3 80.7%.100.1:3
icmge 201.4%5.10.30:4 132.1683.1.100:-4 20.79.100.1:-4 20.7%.100.1:-4
icmp 201.4%5%.10.30:5 132.168.1.100:5 80.75.100.1:5 80.7%.100.1:5
--— 201.43.10.30 132.16€3.1.100 -—= -—=

rlg

5. Configuration du NAT dynamique avec pool
d’adresses (sans et avec surcharge)

Création du pool d’adresses ainsi définir les adresses IP sources susceptibles d’étres translatées
et configurer le NAT .

rléconf ¢
Enter configuration commands, one per line. End with CHTIL/EZ.
rl {config) #ip nat pocol POOL-MAT-LAMZ 201.45%_10.25% netmask 255.255_255_2440

% Imvalid input detected at '"~' marker.

rl {config)#ip nat poocl POOL-MAT-TANZ 201_45%_10_25 net
rl{config) fip nat pocl POOL-MAT-LANZ 201.45.10.25 net
rli{config) #ip nat poocl POOL-NAT-LANZ 201.43.10.25 net?
% Unrecognized command
rl {config) #ip nat pocol POOL-MAT-LAMZ 201.45.10.25% 72

L. B.C.I! EZnd IP address
rl {config) fip nat pool POOL-NAT-LAENZ 201.45.10.17 201.45%.10.25% net
rl {config) #ip nat pool POOL-NAT-LANZ 201.45%.10.17 201.45.10.2% netmask 255.255.255.240
rl {config) faccess-list 1 deny 152 _162.1_100
rl{config) faccess-list 1 permit 132.16e28.1.0 0.0.0.255
rli{config) #ip nat inside source list 1 pool POOL-NAT-LANZ
rl {config)§
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rlg

%5¥5-5-COMFIGE_I:

Chap11 : configuration du nat/pat

S’il y a plus de machines dans le réseau privé que d’adresses publiques disponibles, il faut
alors ajouter « overload » a la commande :

rl {config) #ip nat inaide

urce list 1 poocl POOL-MAT-LANZE ower

rl {config) #ip nat inaide source list 1 pool POOL-MAT-LANZ owverload
rl{config) #

PC2 peut communiquer avec I'extérieur (ping 8.8.8.8).

Ping

E ta

statistics £

nt

ved = 4,

(0% loas)

p times in milli-se
Maximm = 12ms,

ont montre latable de translation

Sk el

sh ip mat translations
Inside

Ero

icmp
icm
icwe
icmp

rlg

201
201
201
201
201

.45,
.45
.45,
.45,
.45,

global
10.17:-41

S10.17:42

10.17:43
10.17:-44
10.30

Inside loc
132 _.188.1
132 _.1858.1
182 _.188.1
132.188.1
182 _.1838.1

Configured from conscle by conacle

al Cutaide loca Cutaide glokal
10041 g.8.8.8:41 g.8.8.8:41
L1004z 2.8.8.8:42 3.8.8.3:42
1043 2.8.8.8:43 3.8.8.8:43
L1044 g2.83.8.8:44 8.83.8.9:44
-1040 -—= -—=

créer une ACL ainsi que configure le nat.

clg

Enter configuration commands,
{config) gacc
{config) §acc
{config) gacc
{config) §ip
lconfig) #ip
(config) #ip
{config)§~2Z

rl
rl
rl
rl
rl
rl
cl
clg

conf t

ess—-list
ezs—-list
nat ins
nat inaide
nat inaide

Z
Z

one per line. End with CHTL/Z.

per
permit 192_1&8.0.0 0.0_0_255

opurce list 2 int 30/0/0 owverload

toute machine de ce réseau peuvent communiquer avec 1’extérieur désormais voici le teste avec la table
de tranlation.
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[ chwFping

ith 32 bytes of «

sh ip mat translations

Pro Inaside glokal Inside local Cutaide local Cutaide glokal
icmp 30.75.100.2:45 1532 _.1€83.0.10:4% 8.8.8.8:45 8.8.8.8:43
icmp 30.75%.100.2:50 132 .1€8.0.10:50 2.8.8.8:50 8.8.8.8:50
icmp 30.7%.100.2:51 132 _.1€3.0.10:51 8.8.8.8:51 3.8.8.8:51
icmp 30.75.100.2:52 132.1€8.0.10:52 8.8.8.8:52 8.8.8.8:52

-—— 201.45.10.30 132 _.1€8.1.100 -——= -—=
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